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In 2007 PKC conference, Ding, et al use the second order linearization equation attack method to 
break what be called MFE multivariate public key encryption scheme, and also proposed a high 
order linearization equation attack on multivariate public key cryptosystems. To resist high order 
linearization equation attack, we present an enhanced MFE encryption scheme in this article. The 
improved scheme has public key polynomials of degree four and operates on smaller field. Then we 
give some discussion, and security analysis show that the new scheme is more security. 
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1. Introduction 

The problem of developing new public key cryptosystem had occupied the cryptographic 
research fields for the last thirty decades. Several recent public key systems use 
multivariate polynomial systems of equations, particularly quadratic polynomials, instead 
of number-theoretic constructions. The public operation in such a system is to evaluate 
the system output when given an input value. The private operation is to compute the pre-
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image of a given value. This research is based the observation that solving a system of 
modular multivariate polynomial equations over any finite field is NP-complete [Garay 
and Johnson (1979)]. And no quantum polynomial algorithm has been found to solve it. 

In the development of multivariate public key cryptosystems, algebraic attack is an 
important area of research, which comes from the linearization equation attack by Patarin 
[Patarin (1995)]. This attack method refers to any technique that ends with a solving 
system. A linearization equation is an equation of such form: 

0  dvcubvua jjiijiij ，where iu  are plaintext variables and jv  

are ciphertext variables. Another generalization of linearization equation [Patarin et al. 
(2001)] has the following 

form: 0  fvevvducvubvvua jjkjjkiijiijkjiijk . As a 

further extension, Ding, et al propose to call the equations with high order terms of the 
ciphertext variables while only linear terms of plaintext variables "high order 
linearization equation (HOLE)" [ Ding et al. (2007)]. The total degree of the highest 
order of the ciphertext variables is called the order of the HOLE; the equation above is 
thus called a second order linearization equation (SOLE). And they use the SOLEs to 
break the MFE multivariate public key cryptosystem proposed by Wang et al in the CT-
track of the 2006 RSA conference [Wang et al. (2006)].  

    In this article, we modify the central map of the MFE and present an improved scheme. 
Substitute for a system of quadratic polynomials which operated in a big extension field, 
we improve the degree properly over a smaller extension field. Security analysis show 
the enhanced scheme is more secure, and we also make comparison between the two 
schemes. In addition, since the enhanced scheme has public key polynomials of degree 
four, which will lead larger size of public key, then we present a slight and immature idea 
to alleviate this problem. 

 

2. MFE Public Key Cryptosystem 

Let K be a finite field and L be its degree r extension field, generally 4r or 5 , which is 

so-called the "Medium Field". In MFE, we identify L with rK by a K-linear 

isomorphism rKL:  . Take a basis  r ,,1   of L over K , and define 

   rrr aaaa ,,111     for any K,,1 raa  . Then it is natural to extend 

  to two K-linear isomorphism r1212
1 KL:  and r1515

2 KL:  . 

Take 12 iX  and 15 iY  on extension field L, and arrange 15541221 ,,,,,,, YYYXXX   

into 22  matrices: 
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Define  











76

54
21  

 

YY

YY
MM , 










1110

98
31  

 

YY

YY
MM , 










1514

1312
32  

 

YY

YY
MM T . 

Then let    1511212 ,,,, YYXX   . The expressions of iY  are represented by 

.   ;

;   ;

;   ;

;    ;

;    ;

;    ;

;

;

;

128106151189614

127105131179512

124103111149310

1221019112918

8463774536

8261572514

3324133

2111012922

1768511

XXXXYXXXXY

XXXXYXXXXY

XXXXYXXXXY

XXXXYXXXXY

XXXXYXXXXY

XXXXYXXXXY

QXXXXXY

QXXXXXY

QXXXXXY













  

The 1512
2 LL:   is called the central quadratic map, and is fixed except for three 

components ,,, 321 QQQ  which are randomly chosen quadratic polynomials. The triple 

( ,,, 321 QQQ ) form a triangular map from r3K  to itself. The private key of MFE is 

composed of two invertible affine transformations 111 : cwMxw   and 

333 : cyMzy  , which are randomly chosen invertible affine transformations 

respectively defined on r12K  and r15K , plus parameters in iQ  needed for taking its 

inverse. The public key is composed of the three maps as 1232   : 
mn KK  . The corresponding r15  public key quadratic polynomials are expressed 

by       rrr uuuuhuuh 1211
1

1223121151211 ,,,,,,,,    . This 

process can also be written as mn KyyxKx  321 ''
2 :   

Given a plaintext  ruu 121 ,, , the encryption of MFE is to evaluate the public key 

polynomials. The decryption is to calculate in turn 1
3

1
2

1
21

1
1

   for a valid 

ciphertext  ruu 151 ,, . Here the critical point is invert 1
2
 , which can be solved by 

using the triangular structure of 2 . The method of computing the iX  is presented by 

Appendix B of [Wang et al. (2006)]. 
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3. HOLE Attack 

Let 

312213 , MMZMMZ  , 

we have  

   

  
  22

21
*
1

*
33

21
*
1

*
33

213133
*
23

det              

              

              

*

MZ

MMMMM

MMMMM

MMMMMZZM








 

that is, 

  223
*
23 det MZZZM  . 

When both iZ and iM  are replaced by iX and iY , and expanded, four equations of the 

following form are given by 

0 kjiijk YYXl , 

which hold for any corresponding pair  151121 ,,,,, YYXX  . Substituting 

   ruuXX 121121 ,,,,    and    rvvYY 151151 ,,,,   into the above equation, 

then we can get r4  equations of the form 

0







 



fvevvdcvbvvau
j

jj
kj

kjjk
j

ijij
kj

kjijk
i

i             

(1) 

the coefficients K,,,,, fedcba jjkiijijk . These equations are SOLEs. 

In ciphertext-only attack, we firstly evaluate sufficient many plain/cipher-texts to get a 

system of linear equations on the coefficients faijk ,,  and find linearly independent 

SOLEs linear in iu . Then, given cipher components, we can reduce the plaintext 

variables iu by Gauss Elimination method. Substitute these linear expressions into the 

original public key polynomials. When the number of the variables is small enough to 
solving the equations by using Gr o obner basis method, we recover the plaintext finally. 
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4. Enhanced MFE scheme 

4.1. Construction of Central Map 

Similarly, K is the base field (charF = 2), L is the extension field, and two K-linear 

isomorphism are 1 and 2 . The private key of the new scheme still are ,, 31   and 

parameters in iQ . 

Let   











43

21
1  

 

XX

XX
M , 


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

87
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




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

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54
2132  
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YY
MMXX , 









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3121  

 

YY

YY
MMXX ,                     (2) 











1514

1312
3231  

 

YY

YY
MMXX T ,   

then the corresponding central map 1512
2 LL:  is as follows: 

 
 
 

   
   
   
   
   
   .   ;

;   ;

;   ;

;   ;

;   ;

;    ;

;

;

;

1281063115118963114

1271053113117953112

1241032111114932110

12210121911291218

84633277453326

82613257251324

37685
2
333

23241
2
222

11110129
2

111

XXXXXXYXXXXXXY

XXXXXXYXXXXXXY

XXXXXXYXXXXXXY

XXXXXXYXXXXXXY

XXXXXXYXXXXXXY

XXXXXXYXXXXXXY

QXXXXXXY

QXXXXXXY

QXXXXXXY















 

4.2. Encryption and Decryption 

4.2.1. Encryption 

Encryption is to compute the value of public key polynomials by substituting the 
plaintext components. 
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4.2.2. Decryption 

Step1: From (2) we have 

.detdet

;detdet

;detdet

1413151232
2
3

2
1

10911831
2
2

2
1

657421
2
3

2
2

YYYYMMXX

YYYYMMXX

YYYYMMXX







 

When 321 ,, MMM are all invertible, none of 321 ,, XXX  is zero, and 

knowing 154 ,, YY  , we can get values of 3
2

1 det MX , 2
2
3 det MX , and 1

2
2 det MX  as 

follows,  

   
   
    .det

;det

;det

1
1413151210911865741

2
2

1
1091181413151265742

2
3

1
6574141315121091183

2
1













YYYYYYYYYYYYMX

YYYYYYYYYYYYMX

YYYYYYYYYYYYMX

, 

The square root operation is easy to handle over a char = 2 field. 

Step2: Then substitute 3
2

1 det MX , 1
2
2 det MX  and 2

2
3 det MX into 

,det

;det

;det

32
2
333

21
2
222

13
2

111

QMXXY

QMXXY

QMXXY







 

we can find 21, XX and 3X in a triangular manner. 

Step3: From 1
2
2 det MX , we can obtain 1det M , then 4X . 

Step4: Let     1
1

1
321 det  MXXXA , then 
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 
 
 
 
 
 
 
 .

;

;

;

;

;

;

;

11319
2
312

10318
2
311

113294310

10328439

7
2

15318

6
2

14317

7215416

6214415

YXXYXAX

YXXYXAX

YXXYXXAX

YXXYXXAX

YXYXXAX

YXYXXAX

YXXYXXAX

YXXYXXAX














 

5. Analysis and Comparison 

5.1. Security Analysis 

HOLE Attack: We show how the new MFE to resist the SOLE attack. Such as (1) in 

MFE, the equation has degree two in cipher components iv while linear in plain 

components iv . Hence, we consider the formula which include product of some two 

elements among iZ , *
iZ and T

iZ . Without loss of generality, suppose the expression on 

left side of equality is *
2Z and 3Z . Expanding, we get 21

*
1

*
332

2
1 MMMMXXX . Note 

the foot note goes all over from 1 to 3. If the right side only has 2Z (or 2det Z , *
2Z ,  and 

TZ2 ), we should at least plus 3X and 2M . This will lead to non-linear in iX . So, no 

SOLEs can be found. 

Rank Attacks: Rank attacks contain the High Rank and Low Rank. These attacks are 
mainly against all TPM and some other tame-like systems [Yang and Chen(2005)]. In 
these attacks, the quadratic parts are associated with symmetric matrices. The attackers 
try to recover the private key by finding linear combinations of matrices with a given 
specific rank. However, the central and public polynomials in the enhanced MFE have 
degree four, which have not efficient expressions of symmetric matrices. Therefore these 
attacks are not feasible for our scheme. 

Patarin Relations Attack for *C ：In original MFE, the matrix products are arranged 

21MM , 31MM , and 32 MM T , which aims to avoid Patarin Relations. There is also no 

Patarin Relation in the enhanced system. 

Gr o bner Bases: Gr o bner Bases is a well-known way of solving polynomials. The 

classical algorithm is Buchberger's algorithm for computing Gr o bner bases [Courtois et 
al. (2000)]. The algorithm orders all the monomials and eliminates the top monomial by 
combining two equations with appropriate polynomial coefficients, and until only one 
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variable remains, then solves the univariate polynomial equation. Computing the 
Gr o bner basis of a system of m polynomials equations of maximal degree d in n 

variables has time complexity  33 nodm [Caniglia et al. (1988)]. Gro o bner base 
techniques do not usually benefit from the fact that the number of equations exceeds the 
number of variables, since they proceed by sequentially eliminating a single monomial 
from a particular pair of equations. So, current Gr o bner-based methods cannot be used 
to cryptanalyze the enhanced MFE effectively. 

Patarin's IP Approach: Patarin et al proposed an attack method for fixed central map 
schemes in [Patarin (1996)]. Since there are variable parameters in the central equation, 
the IP attack is not applicable. 

5.2. Size of Key 

Let rn 12   variables and rm 15  equations in system of public key polynomials, the 

private key is the coefficients in 31, and iQ   for a total of 22 mn  elements of K . 

The public key comprise about   !44mn  coefficients of 2 for the enhanced MFE, 

while about 22mn  for the original MFE. Unfortunately the size of public key of the 

new scheme is larger than that of the original MFE. However, besides we take smaller 
value of parameter r , if we can also manage to make the public key polynomials be 
sparse polynomials, then the size of public key can be reduced greatly. For example, 
whether can we set some restrictions on affine transformation parts? 

5.3. Discussion 

The character of field in MFE scheme is usually 2, and the extension of field is 
implemented as "tower" degree-two extensions. We have a recursive definition 

for   i282GF . With a proper choice of  ，  we 

have          








xxx
Ii

22828
11

2GF2GF . 

The multiplication and inversion are 

        
    ,

,
221 



ababbaaxbax

bdacxbddcbadcxbax






 

where the addition is the bitwise XOR, and the multiplication of expressions of 

a, b, c, d , and  are done in   1282GF
i

. As the more the number of extensions, the 

higher the computation.  82GF  multiplications are three times faster than  162GF  

multiplications, twenty times faster than  322GF . For the original MFE, the suggested 

parameters are 4 r  or 5 ,  82GFK   or  162GF , then corresponding L is at 

least  322GF . The public key polynomials of the enhanced MFE are of degree four, so 
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we can use even smaller base field K and its extension field L . For instance, we can take 

2  r or 3, and  82GFK  or even  42GF . 

    By the way, since the enhanced MFE has public key polynomials of degree four, this 
will obviously increase the encryption time. However, after we actually test, we find it 
doesn’t cost much more time comparing with the original MFE scheme with the same 
parameters. 

6. Conclusion 

MFE multivariate encryption scheme uses medium sized field extensions, which makes it 
faster than previous schemes. However, it suffers a major security weakness due to 
structure of itself. In this paper, we present a more secure MFE scheme to resist the 
HOLE attack. The enhanced system has a set of polynomials of degree four, hence a 
larger size of public key. While, we present some thoughts to alleviate this problem, 
besides take smaller value of parameters. Certainly researches for systems of higher 
degree are still far from enough. There still need amount of work devoted to this area. 
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