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With the astounding number of mobile devices and the increase of wireless capabilities, including 
the possibilities of direct interactions between them, without the use of a provider, the overall 
scenario becomes increasingly attractive. Whether on the way to work or out shopping, opportunistic 
encounters and exchanges of information can take place and render windows of opportunity, given 
one has the right tools. This work deals with the problem of assessing the risks that users take to 
interact with each other without a reliable source of information that could assign them a trust level. 
Informal signs such as periodicity of eventual early encounters are used to assess trust. The trust 
management system uses an ontology to normalize terms and facilitate the conversation between 
newly encountered concepts, possibly from other ontologies. A case is implemented to show the 
system’s possibilities. 

Keywords: Opportunistic Network;  Trust;  Privacy;  Reputation. 

1. Introduction 

With the amount of mobile devices and the increase of wireless capabilities, the 
possibilities of direct interactions between these devices, without the use of a provider, 
become increasingly attractive. While users migrate with their devices in their daily 
duties and activities, they will meet other users and, occasionally, will communicate with 
them to share information or to use resources such as bandwidth or web cache. In this 
scenario, the users take control of the session and must define privacy requirements to 
trust the ones who are going to transport their data or share their resources. 

The users are the center of the environment; they have control over their choices 
during necessary migrations. An architecture that implements these ideas is under 
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development and it is named SOHand (Service Oriented Handover) [Moreira et al., 
(2007)].  

The key challenge that must be discussed in this scenario, which is addressed in this 
paper, is how to assess the risks in the opportunistic encounters between users. During 
these encounters, the users should trust each other to share information (such as a file, a 
web cache or an agenda), connection service, or to transport data. This trust relation can 
be built by the users through the definition of privacy rules. Based on these rules, the 
users will be able to refuse or to accept requests from other users.  

To define this trust management system, we propose using an ontology. The 
ontology, which is named PrOHand (Privacy Ontology For Handover), defines a 
common vocabulary for a community of researchers and for software agents that need to 
share and to rule information about privacy policies in a wireless and ubiquitous 
environment [Gonçalves et al., (2008)]. 

This paper is organized as follows: 
· Section 2 describes the main features and restrictions of a wireless and ubiquitous 

environment.  
· Section 3 discusses trust and privacy issues.  
· Section 4 presents a brief explanation of the SOHand architecture. 
· Section 5 is dedicated to the privacy ontology description. 
· Section 6 presents the methodology to quantify the user's reputations in collaborative 

networks. 
· Sections 7 and 8 describe, respectively, the prototyping details and results. 
· Section 9 and 10 describe, respectively, some related works and which are the more 

distant works. 

2. Wireless and Ubiquitous Environment 

A wireless ubiquitous environment permitting seamless handovers on a complex 
communication platform should be formed by corporate WLAN (Wireless Local Area 
Network) using WiFi (Wireless Fidelity) technology, mobile network using GPRS/GSM 
(General Packet Radio Service/Global System for Mobile Communications)  technology, 
WMAN (Wireless Metropolitan Area Network) using WiMax (Worldwide 
Interoperability for Microwave Access) technology, WPAN (Wireless Personal Area 
Network) using Bluetooth technology and, eventually, individual or community-owned 
wireless nets like mesh wireless networks. Fig. 1 illustrates this scenario.  

Besides the usual connection to the Internet via a provider (commonly called infra-
structured access), in this setting the users can also make opportunistic communications 
with other devices in the vicinity (commonly called ad hoc access).  Fig. 1 also illustrates 
two users’ devices making a direct connection between both devices (Haggle 
communication [Upton et al., (2004)]).  

Whether infra-structured or ad hoc, this environment presents some features 
[Djenouri et al., (2005)]: 
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· Wireless link use (radio signal): Unlike wired link, in which the attacker must gain 
physical access to the network’s wires or pass through lines of defense, an attack to a 
wireless network can come from all directions and target any node (e.g. user device).  

· Mobility : Nodes can enter or leave the network spontaneously at any time to form or 
break links unintentionally.  

· Memory, computation, bandwidth and power limitations: Mobile nodes are small 
and lightweight and they are often supplied with limited power resources (small 
batteries), limited storage devices, weak computational capabilities and bandwidth 
limitation of the wireless technologies.  Thus, before implementing services to run in 
these kinds of devices, the limitations must be considered.  

· Unreliable link : By nature, wireless communication is unreliable. Anyone at 
anytime can capture the data being transmitted. To minimize reliability problems, 
security tools must be implemented to guarantee confidentiality, integrity and 
availability. 

 

3. Trust and Privacy Issues 

While the users migrate in a wireless and ubiquitous environment during their daily 
duties and activities, they will eventually want to communicate with each other using two 
different ways: 
· Ad hoc, to exchange information or to share device/network resources, such as 

memory, processing, email and bandwidth, in an opportunistic strategy (the Haggle 
communication illustrated in Fig.1). 

· Infra-structured  through routers and gateways. 
In both scenarios, the users can take control of the session and define privacy rules to 

have a good notion of the risk and trust in their partners (other users or providers – access 
and content ones). 

Fig.  1. Types of communication in a wireless and ubiquitous environment. 
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Considering the ad hoc communication, in this section we discuss trust and privacy.  

3.1. Trust  

In much of our daily duties, trust decisions are made directly or indirectly [Abdul-
Rahman and Hailes, (2000)]. When we go to the supermarket, we openly trust it sells 
genuine products and not counterfeited ones. During a purchase, a credit card transaction 
goes through an electronic system that the cashier trusts – if the machine rejects the card, 
the customer and not the system is usually the suspect. Thus, trust is silently present in all 
social interactions [Misztal, (1996)].   

Trust is not an objective property of an agent but a subjective degree of belief about 
the agents [McKnight and Chervany, (1996); Misztal, (1996)]. When we say we trust 
someone or someone is trustworthy, we implicitly mean that the probability that he/she 
will perform an action that is beneficial or at least not detrimental to us is high enough for 
us to consider engaging in some form of cooperation with him/her. Correspondingly, 
when we say that someone is untrustworthy, we imply that the probability is low enough 
to refrain from engaging in this initiative [Gambetta, (1990)].  

Due to the wireless network advances, virtual communities are as common as 
physical ones. Thus, whatever role trust plays in the physical communities it is also 
applied to virtual ones. Therefore, it is important to develop a trust model to rule virtual 
communications that takes into consideration if the other entity is or not trustworthy.  

3.2. Privacy 

According to Westin (1967), privacy is “the claim of individuals, groups, or institutions 
to determine for themselves when, how, and to what extent information about them is 
communicated to others”. Thus, the individual has the control over his privacy. 

Langheinrich (2001) divides privacy into five aspects: 
(1) Behavioral or media privacy: The right to know who is gathering information 

about you. 
(2) Territorial privacy : The right to have a private place where nobody is allowed to 

enter without permission. In the virtual world, we can consider, for instance, do not 
allow access when someone is in a specific place, in a meeting or teaching in a 
classroom.  

(3) Communication privacy: The right to communicate whatever type of information 
you want. 

(4) Informational privacy : The right to know how and what is done with a person’s 
personal data and which personal data is being gathered.  

(5) Bodily privacy: The privacy of a person’s physical self against invasive 
procedures. 
 

In a wireless environment, where a user communicates with other users and with 
providers (access and content ones), we must consider the first four aspects. The users 
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control their behavioral, territorial, communication and informational privacy, defining 
with whom they will share information and resources. 

4. SOHand Architecture 

The SOHand is an architecture that proposes a novel access model in ubiquitous 
environments keeping in mind the emerging technologies – Next Generation Networks 
(NGN) – and the convergence areas over IP (Internet Protocol) – multimedia, 
telecommunication, Digital TV and Internet. In order to agree with NGN, SOHand takes 
a different approach to the network-controlled model used by the cellular networks, the 
handovers should be client-based yielding the empowerment to user devices during 
access point changes.  

Such an environment has been set up as a Testbed at Cambridge University Computer 
Laboratory and is under development at Intermídia Lab at ICMC-USP1. The user’s 
device attaches to access points that will provide access to the Internet through which it 
can reach service providers establishing a session. For example, a user can be attached to 
the Internet using a corporate WLAN; and other user devices can be connected to this one 
by a haggle communication [Su et al., (2007); Upon et al., (2004)].  

The nomadic users may need to switch between different technologies, based on 
attachment needs, current context, security and privacy concerns, or to optimize costs. In 
ubiquitous environments these changes of access points must occur seamlessly without 
disrupting their current session. Each entity involved in the integrated environment 
should carry their information as indicated by shared/common ontology (Fig.1). They can 
also have their own private ontology to build specificities which are their businesses’ 
differential.  

Besides the usual Internet connections via providers, SOHand users can also make 
occasional and opportunistic communications with other devices in the vicinity. SOHand 
implements a user-centered management approach, instead of the provider-centered one. 

5. Ontology 

During handovers, mobile users want to maintain all configurations concerning the 
services they are using, the quality of service agreements and, mainly, the trust and 
privacy requirements. 

In SOHand architecture, two entities are responsible for managing privacy policies: 
the service provider (access and content ones) and the user. The provider defines privacy 
policies to guarantee the users a certain degree of confidentiality of their information and 
services. The user defines the privacy policies to determine under what conditions he 
wants to exchange private information or to share device/network resources.  

 Between these entities, it is possible to define three types of privacy agreements: 
· User-Provider Agreements: Once the user contracts the provider, he wants to have 

guarantees that his privacy policies will be fully met during the entire session.  In 

                                                 
1  http://www.sohand.icmc.usp.br.  
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addition, the provider also must guarantee that users will have security mechanisms 
to protect all their information.  

· Provider-Provider Agreements: In mobile environment, the user constantly 
changes provider, but his identity must remain the same. This implies that the new 
provider should maintain the privacy policies.    

· User-User Agreements: This type focuses on haggle communications, in which two 
end-users trust each other to exchange information and to share services and 
resources. The ontology proposed formalizes this type of agreement through trust 
levels. 

5.1. Challenges 

In a nutshell, haggle architecture gives each user the possibility of either providing or 
requiring a service without an infrastructure link. Data traffic is based on encounters 
between users; each one collaborating by sharing services with the neighbors. 
Unrestricted sharing, though, may incentive a number of malicious incidents as well as 
making the device incapable of performing users’ ordinary tasks. 

Considering this scenario, the ontology proposed aims at allowing users to maintain 
control levels on their data according to the way they and their contacts trust the 
requesters. To accomplish this, reputation based mechanisms [Abdul-Rahman and Hailes, 
(2000)] are taken into account. In such strategy, a requester can obtain certain resource or 
not, depending on his behavior in the environment. The ontology is illustrated in Fig. 2 
and described in Subsection 5.3. 

 

 

 
According to Silva and Rezende (2008), misbehaving in collaborative networks 

essentially takes place in two situations: 

Fig.  2. The ontology proposed. 
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· Some users are only interested in using the resources of others, without offering any 
of theirs or limiting the accesses too much. 

· There are users trying to bring down the system integrity by performing malicious 
attacks. 

The first item can be minimized by using, for instance, a reputation strategy for 
achieving mutual cooperation. On the other hand, the second case requires security 
concepts in opportunistic networks, so that it will be explored in a complementary work.  

5.2. Ontology domain 

A user in a collaborative network may send someone else’s requisitions ranging from 
simple personal/device information to Internet connection. Although both are considered 
users in the system, in this work we will designate the first one as the requester and the 
person who receives the request, the user. Fig. 2 can help in understanding this 
difference. 

The requested part may accept a requisition or not, depending on the trust level the 
user defined as necessary for granting the resource needed by the other part. If the 
requester meets this condition, the communication process will continue. Otherwise, it 
will be canceled. In both cases, the result is perceived by a feedback sending. 

The trust level a user keeps about someone else is based on his reputation, formed by 
a direct and an indirect part. The former comes from users’ direct experiences with the 
requester, whereas the latter represents other users’ opinions (recommendations) about 
him. Fig. 3 shows a typical scenario with these ideas, whose actors will be used to 
explain the ontology in the subsequent sections. 

 

 

5.3. Ontology concepts 

In collaborative networks, resources offered by users essentially fall into two groups: 
Information Retrieval and Connection Service. The former concerns to personal or 
contextual information that Alice may want to make available to other users. By means of 

Fig.  3. Typical mobile communication with reputation mechanism. 
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the latter, she can provide Internet connection to Bob through one of her device's 
interfaces. She, however, has to associate each of these resources to a trust level, 
depending on her rating of the importance level. For example, Internet connection 
granting is much more critical to users with restricted bandwidth than to someone with 
unlimited connection. 

When it comes to the trust levels, this work considers five categories, usually found 
in the literature [Abdul-Rahman and Hailes, (2000)]: Very Untrustworthy, Untrustworthy, 
No Opinion, Trustworthy and Very Trustworthy. Their semantic order makes possible 
adopting mathematical models for reputation quantifying [Yu et al., (2004)]. To 
accomplish this, each level has to be represented by a numerical interval, with values 
depending on the model. This process is detailed in Section 6. 

Basically, the neutral level No Opinion is considered when a user established no or 
few communications with a requester. It can be considered as the default level. As they 
interact with each other, the requester’s reputation gets better or worse, depending on 
how he behaves. 

In Fig. 3, Bob’s reputation according to Alice’s point of view reflects his local and 
global reputation. The former is a measurement of his behavior only in communications 
with Alice, whereas the latter concerns to all communications he had had with Carol, 
Charles and Dave. In the ontology, these ideas are represented by two concepts, 
respectively: Direct Reputation and Indirect Reputation. They are depicted in Fig. 4, the 
right-hand part of Fig. 2. 

 

The direct part is based on each direct experience (communication) Alice has had 
with Bob. All these previous interactions have a quantifier, that is, an evaluation that 
measures how satisfying they were. 

Based on the evaluated experiences, the direct reputation’s quantifier can be 
calculated. To accomplish it, a mathematical model for reputation quantifying has to be 
applied; the process is explained in Section 6. For now, what is important is to understand 

Fig.  4. Concepts concerning to reputation. 
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that this concept merely summarizes the previous experiences between the user and the 
requester, and consequently represents a tendency regarding the requester’s behavior. 

Although direct experiences give Alice stronger evidences about how Bob behaves, 
recommendations enable the evaluation to consider his global behavior too. These “tips” 
constitute the indirect reputation.  

Every recommendation is associated with who sent it (recommender) and with an 
evaluation of the sender’s opinion about the requester. In addition, there is a timestamp 
indicating the time the recommendation was last updated. With such detail, opinions can 
be rated according to how recent they are, based on the idea that the most recent ones 
reflect the requester’s current behavior better. Returning to Fig. 3, Alice considers Carol, 
Charles and Dave’s opinions about Bob, in addition to her own direct experiences.  

As well as the direct part, the indirect reputation is also calculated by a proper 
mathematical model, explained in Section 6. 

Independently of Alice’s decision, she must send a feedback, so that Bob can also 
evaluate the communication he tried to establish and add a direct experience to his 
interaction history with Alice. 

6. Reputation 

Reputation systems are mechanisms that allow users (peers) to evaluate someone’s 
behavior without accessing a centralized entity. In such distributed approach, each 
participant incorporates information from others and combines these in order to produce 
and make new information available. 

Such mechanism aggregates complexity to the devices’ operation, since accesses to a 
third entity, storing trust and reputation information about everyone and performing all 
the calculations, are simpler than dealing with such information periodically in the 
device. However, from the moment users’ reputation and trust information are distributed 
and stored (“spread” over devices), the participants’ opinions about each other are 
updated in a frequency as intense as the opportunistic encounters. 

In order to make reputation evaluation an automatic process, mathematical models 
were proposed for behavioral quantifying. In the literature, the methods proposed range 
from weighted average [Yu et al., (2004)] to probabilistic [Yu and Singh (2003)] or 
iterative [Liu and Issarny, (2004)] approaches. 

6.1. Reputation models 

In this work, the direct reputation of a peer Pj from Pi's point of view is given by “Eq. 
(1)”, called Simple Average Model [Yu et al., (2004)]. 
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Above, ]2,0[Îk
ije  is the },...,2,1{, hkkth Î  evaluation of Pi about Pj and h the number of 

experiences considered. Originally, if no experiences were taken into account (h=0), the 
result would be zero instead of one. Such change is discussed later, when the numeric 
domain for these models is explained. 

There is a better approach for this purpose called Exponential Average [Yu et al., 
(2004)]. Its robustness comes from the fact that more recent experiences have more 
impact in the final result, making the process able to “detect” faster tendencies in 
someone’s behavior. However, it is a complex process, a key point to consider since this 
work focuses on a mobile application. 

In the same way, the indirect reputation of a peer Pj from Pi's point of view is given 
by “Eq. (2)”, an adaptation for a similar model in [Yu et al., (2004)]: 

 

 )2(
0,1

0,)(*),(*),(),( 1

��

�
�
�

=

¹= � =

L

LL
tPPTPPTPPIR

L

k
k

jkki
ji

a
 

 
Above, L is the number of recommendations, T(Pi,Pk) indicates how trustworthy the 

recommender Pk is and T(Pk,Pj) is the recommendation itself (how trustworthy the 
requester is for who is recommending). 

In the model, the kth recommendation T(Pk,Pj) is weighted by two terms: the first and 
the third elements in the multiplication. The former is the level of trustworthiness Pi 
keeps about the kth  recommender. Again in Fig. 3, if we suppose that Alice trusts Charlie 
more than Dave, Charlie’s opinion about Bob will be more relevant than Dave’s. 
Originally, this was the only weighing factor. The latter is the fading factor (“Eq. (3)”), a 
value that depends on the recommendation timestamp. 
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Above, t is the current time in Pi’s device, tk is  Pk’s recommendation timestamp and 

�  a constant represents the fading factor for the recommendations. For example, if t - tk is 
given in seconds, �  represent the number of seconds in an hour, day or week, according 
to the period of time specified for a recommendation to get “older”. Moreover, as t - tk  
increases, � (tk) decreases, so do the multiplications in “Eq. (2)”. 

Let’s suppose that Carol’s recommendation is “older” (less recent timestamp) than 
Charlie’s. By the time Alice consults their opinion, � (tCarol) will be lower than � (tCharlie), 
thus making,  by this weighing term, Carol’s opinion less relevant than Charlie’s. 

After having DR(Pi,Pj) and IR(Pi,Pj), Pi’s trust level according to Pi is given by “Eq. 
(4)” [Yu et al., (2004)]: 
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Above, ]1,0[Îq   is a constant meaning the importance of each term in the final result. 
Since, mathematically,                                    and that T(Pi,Pj) defines which trust 

level Pi will be assigned to, the numeric intervals are defined as below: 
 

· Pi  is very untrustworthy 
· Pi  is untrustworthy         
·  No opinion about Pi                 

· Pi  is trustworthy             
· Pi  is very trustworthy     

 
The list above contains all the necessary information for constituting the entity Trust 

Level in Fig. 4. Thus, it has five instances, each one with lower and upper limits defining 
its corresponding numeric interval. For example, the trust level Trustworthy has limits 1.2 
and 1.6. 

The domain for the models could be, for example, the set [-1,1], with zero as the 
default value, negative      numbers    representing “bad      opinions”   and        positive, 
“good opinions”.     However,     in   “Eq. (2)”,     some      elements   of     the summation 

                                  would be “distorted” when the first two terms were both 
negative numbers. Since � (tk) > 0, it would produce a positive number, transforming the 
combination of two bad opinions into a good result. A simple way to solve this problem 
is establishing a domain with only positive numbers. 

After deciding which level the requester is mapped onto, a feedback must be sent in 
order to let him know about the resource granting or refusal. Based on this binary answer, 
the requester can also evaluate the process and register a direct experience on the 
receiver’s decision. The value added in his history is given by “Eq. (5)”:  
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In the same way, Pi is the requested peer, Pi the requester and eij the new entry in his 

history. The first case only means that a good experience about Pj will be added if the 
communication succeeds. However, a refusal results in a value that decreases as T(Pi,Pj) 
increases. The idea is that, supposing the requisition did not succeed, a high value for 
T(Pi,Pj) indicates a very strong restriction over the resource. Since this is a sort of 
misbehaving in this work’s context, eij  will be assigned a low value. 

7. Prototyping 

In order to validate the ontology and the reputation models, a prototype was built up, 
following the schema proposed in Fig. 5. 
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The first level concerns to ontology modeling by using an open source program called 
Protégé2. With this tool, it is possible to model ontology concepts, their 
attributes/associations, check for inconsistencies, view the concepts’ hierarchy, handle 
instances, check semantic, etc. 

As a result of this modeling process, the ontology is formalized in a language called 
OWL (Ontology Web Language)3 [Bechhofer et al., (2004)]. This is a complement to 
RDF (Resource Description Framework)4 [Beckett, (2004)] when it comes to the 
robustness necessary to represent semantic models by a code. 

In the Adaptation level, the concepts are automatically mapped into Java classes by 
an API called Jastor5. Basically, it receives an OWL file input, parses it and generates a 
bundle of classes, with attributes and relationship types compatible to what was defined 
in Protégé. This process consists of a transition between the modeling and the prototype 
itself. 

The third level is divided into two parts. In the Testing sublevel, there is the definition 
of input data for the prototype, whose running aspects are detailed in the right-hand 
sublevel. 

All input data is passed to the program by two XML (Extensible Markup Language) 
files: init.xml and script.xml. The first file contains the definitions about the users, as for 
instance  their contacts and the restrictions over their resources. When the program reads 
it, the content is extracted in order to instantiate the classes generated during the 
Adaptation stage (Jastor). In a nutshell, Java objects are created. Fig. 6 shows an example 
of how an init.xml file looks like: 

                                                 
2 http://protege.stanford.edu 
3 http://www.w3.org/TR/owl-features/ 
4 http://www.w3.org/TR/REC-rdf-syntax/ 
5 http://jastor.sourceforge.net/ 

Fig.  4. Prototyping process. 
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Fig. 6 shows a definition of a user called Alice, whose contacts are Carol, Charlie and 
Dave, as depicted in Fig. 3. When it comes to the restrictions, only trustworthy people 
can access her personal information or have access to her WiFi interface. Other types of 
information or interface are restricted by the neutral level. 

The second file (script.xml) defines a sequence for the communications to be 
“established”. Each interaction has its participants, the resource requested and, 
optionally, the recommenders. All the contents of this file are based on what is defined in 
init.xml, that is, the parser checks if the files are consistent.  

It is possible to explore several scenarios by simply editing script.xml. Fig. 7 shows 
an example of its content: 

The structure is very simple and the tags make it easy to understand. The tag 
<comm> represents an interaction and the tag <change> indicates a restriction change 
on someone’s resource. The first interaction, for example, corresponds to the scenario of 
Fig. 3. Afterwards, the restriction over Alice’s WiFi interface changes from Trustworthy 
(as defined in Fig. 6) to VeryTrustworthy. In the third declaration, there is the tag 
<graphic>, which is explained later on. 

 
 
 

Fig.  5. Instantiation file. 
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One of Protégé’s features is allowing the ontology models’ instantiation. In this case, 
the OWL file output would present both ontology definition and instances. However, an 
external file is used for instantiation because separating the ontology structure from its 
instances makes testing more flexible and faster than including the instances during 
modeling. This way, changes in instances (init.xml), script (script.xml) or both only need 
edition of XML files. Consequently, the first two stages are only necessary when a 
change in ontology structure is needed, so that we would have to edit the model again and 
run Jastor to generate new classes. 

As a second motivation, XML adoption renders dispensable the creation of a proper 
syntax for input data interpretation. Such task can be easily performed by one of the 
several Java packages available for XML parsing, like JDOM6. 

The Prototyping sublevel describes how the main program runs. Basically, it parses 
init.xml to instantiate the classes previously generated, execute the script in script.xml and 
create a data set for graphic plotting. Such graphic, shown in Section 8, presents each 
user’s reputation along the script interactions. Its coordinates are stored in a file called 
data.dat, generated during the script when the parser reads a <graphic /> tag. 

Fig. 8 shows the sequence in which each step takes place. Since the ontology did not 
change during the validation process, steps one to four were executed only once, whereas 
steps five to eight run for each test explored. 

 
 

                                                 
6 http://www.jdom.org 

Fig.  6. Script file. 
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8. Results 

As aforementioned, the prototype parses two XML files and generates a data set for 
graphic plotting. This graphic presents the reputation variation (y-axis) with time (x-
axis). For each user, graphic information indicates his reputation at specific time. 

For example, suppose there are three users: Alice, Bob and Charlie. Moreover, the 
observation happens for three time units (three interactions). If the points(1,1.5), (2, 0.8) 
and (3, 1.2) are related to user A, it can be stated that, in the first interaction, his average 
reputation was 1.5, that is, T(PB,PA)+T(PC,PA)/2 = 1.5. In the second interaction, though, 
for some reason such value became lower, whereas in the last one it increased. 

A validation scenario is a specific configuration for the models’ variables (section 6) 
and the XML input files. The idea here is to create a scenario and check if the graphic 
generated is according to what is expected. For this work, eight situations were 
performed, with consistent results. However, two are described in this paper. 

The graphics were plotted by GNUPlot7 tool. 

8.1. First test 

The objective here is to demonstrate the fading factor µ effect, by the existence of 
recommendations that are not updated throughout the interactions (Fig. 9). The input files 
contain the following configuration: 

 
· init.xml: definition of the three users (Alice, Bob and Charlie). Alice has associated 

WiFi interface resource to No Opinion restriction. 
· script.xml: consecutive requisitions from Bob to Alice. She consults Charlie’s 

recommendations every time. 

                                                 
7 http://www.gnuplot.info 

Fig.  7. Prototyping process. 
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This test consists of 32 requisitions from Bob to Alice’s WiFi interface, restricted by 
the default trust level. Given that, initially, no interaction took place between any of the 
three users, Bob’s reputation has value one for both Alice and Charlie. Consequently, the 
requisition is accepted and Bob adds a good experience with Alice, thus making the green 
edge rise right after the initial interaction. 

However, the fading factor, set to 20 milliseconds for testing purposes, starts to 
influence Charlie’s recommendation. He has not established any communication with 
Bob yet, so his opinion about the requester was not updated since the beginning. As a 
result, Bob’s reputation declines and his requisitions start to be refused by Alice, because 
his reputation is not sufficient for the No Opinion restriction. These refusals make Alice’s 
reputation decrease too, because each one implies an additional “not so good” experience 
in Bob’s history. 

Alice’s reputation declines uninterruptedly, whereas Bob’s shows some constant 
periods. It is related to the value given to µ, whose effect directly impacts only his 
reputation. Each new decreasing indicates that Charlie’s recommendation gets “older”, 
after some consistency.  

8.2. Second test 

This test is similar to the previous one. The difference is that Charlie’s recommendations 
are updated periodically, that is, it does not suffer from the fading impact. Fig. 10 depicts 
the results. 

 
 

Fig.  8. Result of the first test. 
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In this case, Bob continues requesting Alice’s WiFi interface. However, Charlie now 
communicates with Bob, so that his opinion about him is updated frequently. Since Bob’s 
requested resource is restricted by the No Opinion trust level, Charlie always succeeds in 
his requisitions and adds good experiences about Bob. This fact justifies the increase of 
Bob’s reputation. 

However, in the tenth interaction, Bob modifies the restrictions to Very Trustworthy. 
Such change causes Charlie’s requisitions to be denied, so that Bob’s reputation starts to 
decrease because of Charlie’s bad experiences with him. This decrease causes Alice to 
refuse Bob’s requisitions, after some interactions granting the resource. That is why her 
reputations starts lower at a certain interactions.  

 

9. Related Works 

To ensure that the handovers will be conducted without any problems while users are 
using services, SOHand is supported by a set of ontologies called DOHand (Domain 
Ontology for Handovers) (Vanni et al., 2006). The ontologies will help the negotiation 
process between the different entities involved in the architecture. Such an important 
negotiation is the one carried out among the SOHand users regarding privacy 
requirements during haggle communications, which is discussed in this paper. PrOHand 
extends the privacy concept defined by DOHand. Thus, both ontologies are directly 
related to each other. 

Concerning ontologies representing privacy information, there are few works to be 
found. Kagal et al. (2004) propose integrating expressive policies relating to privacy and 
authorization in the Semantic Web. They define Rei, which is an RDF (Resource 
Description Framework) Schema-based language for policy specification. Privacy 
policies specify under what conditions someone can exchange information and legitimate 
uses of that information. While PrOHand supports end-users privacy agreements, Kagal 

Fig.  9. Result of the second test. 
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et al.’s works define privacy agreements between a user and a web service. In addition to 
that, unlike PrOHand, Kagal et al.’s works do not consider ubiquitous environments. 

Chen et al. (2003) developed a framework based on a pervasive computing 
environment. The pivotal part is the presence of an intelligent context broker architecture 
(CoBrA), based on SOUPA (Standard Ontology for Ubiquitous and Pervasive 
Application), that accepts context related information from devices and agents in the 
environment. Before sharing user’s information, the broker must establish a privacy 
policy with that user. After a policy has been established, each rule in the policy either 
grants or denies the sharing. Chen et al.’s work considers ubiquitous environments, but it 
does not support end-users agreements and the privacy policies are not based on trust 
levels, as PrOHand does. 

The trust and reputation mechanisms represented by ProHand were based on the 
works developed by Abdul-Rahman and Hailes (2000), Sabater and Sierra (2005), and 
Silva and Rezende (2007; 2008). Accordingly, these works are directly related to our 
work.  

 

10. Further Works 

The objective in prototyping is to validate the ontology and the reputation models, and to 
analyze the graphics in order to make all the necessary changes before taking the next 
step: real application development. 

Although the prototyping was coded and tested in a desktop, most of what was 
proposed in Fig. 5 and Fig. 8 can be used in a mobile device. Fig. 11 shows how it will be 
developed. 

Regarding the desktop, the processes are the same as the first two in Fig. 8. It means 
that in the device there is nothing concerning to ontology modeling and class generation. 
These tasks, when necessary, will be performed in a desktop device, which is more robust 
to handle Protégé and class generation (Jastor). 

Regarding the device, the process is similar to the right part of Fig. 8, with some 
adaptations. First, the interaction between the main program and Jastor remains, with the 
difference that desktop classes have to be aggregated to a mobile application source code. 
Since any changes on classes are not so common, this approach is better than integrating 
Jastor to the device.  

Second, class instantiation comes from data defined and/or changed by the user, 
making the file init.xml now unnecessary. However, requisition and feedback are 
intended to involve XML data traffic, by Java Network API. Thus, the script.xml file will 
be preserved. 
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However, the main adaptation is the presence of a database. Mobile devices are 
usually not robust enough to support users’ ordinary tasks and a communication 
application running in the memory and dealing with a growing amount of data. In this 
scenario, the persisting contacts’ recommendations and histories in a database proper for 
mobile contexts represent a good approach. Basically, when someone is requested, the 
application will look for, in the database, the corresponding direct experiences and 
recommendations, then calculate the trust level necessary for the decision. 

To conclude, it is important to point out that there will be no concern about 
developing a system for exchanging real information and granting Internet connections. 
This has already been implemented by Haggle architecture [Su et al., (2007); Upon et al., 
(2004)]. The idea here is to propose an application for resource controlling that runs over 
existing communication implementations. 
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